REPORT ON WEBINAR

Topic: Cyber Security
Organised by: PMP Planet

Date, Time: July 3, 2020, 11:00 am
Speaker : Mr. Alok Srivatava

Attendees: Ritu Arora, Shilpa Aggarwal, Nidhi Arora, Jyoti Khurana, Alka Sanan,
Sonia Gumber, Shreha Bisla, Priyanka Kochagaway

The webinar on the topic “Cyber Security” was conducted by PMP Publishers. The
main points covered in the webinar were:

The difference between Information Security and Cyber Security.
Terminologies related to Cyber security were explained
The use of domain tools like Whois were explained.

Addressed the concern of fake accounts creation by various students
Explained various terms like cat fishing, data mining, cookies etc
Elaborated how a general online user can fall into various traps
Described the different types of hackers and their roles

Various hacking methodologies were discussed.

Explained how passwords are cracked within minutes and personal
information or confidential data can be hacked

Alerted people about Phishing attacks

Various types of security attacks like DOS attacks — Denial of Services
attacks, MITM attacks, XSS attacks

Various types of malware like virus, worms, trojans, adware, spyware,
ransomware

Demonstrated how govt agencies map cyber attacks

Use of a reputed anti-virus is important

Two Factor Authentication or two step verification, as we call it, should be
enabled on our devices.

Steps on how to ensure security of our wifi systems were discussed.
Password management is important. Passwords should be lengthy and
should not contain any personal names.



e Last but not the least, anyone can be a target of a cyber attack, so all should
follow the security measures and be safe online.
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Cyber Security is related to threats you get
while you are online and protection
against those threats.

Information Security is a much broader
term, it includes physical security of
devices like servers / hdd etc and also
includes cyber threats.




HTTP & HTTPS

e Hyper Text Transfer Protocol

e Determines how browser and web
servers communicate

e Connection will be dropped once
the request is catered - stateless

® HTTPS - Secure. Is a secure
version of HTTP and
communication is encrypted.
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Hacking
Methodology

#1 FOOTPRINTING

¢ Passive method of
gaining info about a
target.

* "whois" queries.
google search. job
based posting to find
what tech. target use.

#3 ENUMERATION

* Gathering more
information about
victim.

® Getting username/
passwords.

#2 SCANNIN

® More active way of
gathering
information.

* Using "port
scanning’, ping
sweeps 8Iphysical
visit to target facility.

#4 SYSTEM HACKING

® Attack the victim by
using all the
information gathered
in above 3 steps.
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WIRELESS SECURITY

¢ Change default SSID. Don't give
provocating names like
"hackifyoucan". They can backfire
® Never use default username & A -
password. : B i
® Use WPA2 (wifi protection access 2) ereless Securlty
¢ Change default IP address. Which is
generally http://192.168.1.1 or
http://192.168.0.1
® Turn off DHCP
® Disable remote access
:




